This letter is in response to the recent events that took place resulting in an unfounded and unsubstantiated paid/unpaid 4 – week (30 day) suspension from my role as Desktop Support Sr. for the City of Atlanta. 

I met with the Office of Inspector General, Ethics, Information Security, Human Resources and Brittaney Carter.  After that, I was informed that I was under investigation for intentionally violating a City of Atlanta security policy against the installation of unapproved software 2 + years prior (approximately 2019/2020)  after I was advised to remove the software .    

In response to this allegation, on March 3, 2022, I requested a copy of the communication advising me at that time to remove the software.  To date, I still haven’t received the requested document to support my defense.    Investigator Gonzalez told me that as a desktop support technician, I am or should be familiar with all approved software. On March 3, 2022, In response to her assumption, I have requested the list of all City approved software From Brittaney Carter, Danielle Jones and Ron Henry upon my suspension that Brittaney Carter mandated, To date, I still haven’t gotten this information which they stated they would give to me during the Team meeting which I recorded this never happen. 

As mentioned during the interview, I told the panel that leadership was not only aware but provided a “silent” nod for use of the software.  In fact, if anyone had investigated, you would find that during that time several techs, engineers and administrators used a variety of Remote Desktop support tools to provide access to internal customer devices and device that was not reachable on the City Network.  

In summary, based upon the unfounded, unsubstantiated, hasty and reckless suspension and damage to my character, integrity & employee record, I request and demand that the suspension be overturned or that all of the employees using unapproved Remote Desktop support tools be reprimanded and punished just like I was by giving them, a 4- week (30 day) suspension with an additional 1- Week without pay.  I also want AIM to create and share and all approved software list along with any and all applicable policies and procedures surrounding Remote Desktop support tools so I can make sure I implement to me field techs as their Lead.   

The Remote software was used by all AIM desktop support techs and other people in AIM during the 2014- 2020 period.  
I am attaching some (which there are more) of the email showing you that I was not doing anything any different than any other tech before we got a tool to use to remote in desktops.
I am not trying to bring down the team but what happened to me is not right.  It is not fair, and management knows it isn’t right.  How could they even move forward with disciplining me like this without even getting all the facts and really doing a full investigation?  I have been stressed out and even seen a doctor regarding this issue.  My doctor had me out on heath issue and stress which is crazy because I really love my job and I like the people that I work with.  What I still cannot understand is how/why I was targeted?  No one else on the team was even approached or asked about their use of remote desktop tools or unapproved software or tools.  My former managers and our security team all knew what tools we were using and when they finally did their audits because someone went to the Ethic department and told them I was using unapproved software which has not be used in 2years and They decided that the tool was going to be block along with other tools that people was using in the City, I was clearly a target as you can see the intel below.  New Management bought approved software called ConnectWise which is what we had been using since then only.  But like I said before there wasn’t anything approved or communicated as a standard until we got new leadership and they purchase new software.  
I have never had any performance issues on my record, my city performance evaluation speaks for me as well I’m one of the top performance on the team and I would never do anything to damage my job without consulting with management.  Everyone who knows me knows that.  I have always helped anyone that needed my help and work hard to assist other teams and departments that aren’t even assigned to me.  Why would I do anything to damage that?  This whole situation is crazy and targeted.  I don’t want to be targeted again when I come back to work on AUG 15th which I feel the new management is trying to do. I have never had any issue like this until the new leadership came to the City,  Never.   I was never included in any direct meetings to ask any questions before I was accused of doing wrong and then suspended for month and then another week after that. I know this can’t be legal or ethical and I have never received any written doc to sign when I was suspended. 
It was our culture to use any remote tool we could because we did not have one in place since the Cyber attack that was approved before SCCM, The City was using Dameware without a lic when I was hired. There are several other techs that has used so call unapproved software alone with the people below and nothing has not happen to then at all.
Like I stated, I want my record cleared, my time given back to me and upon my return, I fear that Leadership may conspire to retaliate against me by targeting me through made up allegations regarding performance issue. As I Stated previously since I have started work with the City, I have never received a poor performance review in 12years or even had a discussion with leadership about my behavior or conduct.
From: Joiner, Sirlathra O <sjoiner@AtlantaGa.Gov>
Sent: Monday, April 6, 2020 11:12 AM
To: Ridgeway, Sean <SRRidgeway@AtlantaGa.Gov>
Cc: *AIM Service Desk <AIMServiceDesk@AtlantaGa.Gov>
Subject: RE: INC0044241
 
Good morning
 
I spoke with and remoted into the users laptop via anydesk.
I ran through the troubleshooting checklist for VPN.
I have updated the users ticket.
Suggesting for the server team to take a look.
 
-user did not receive a text or call when attempting to login to VPN authentication failed prompts immediately after attempting to login
-checked AD the users mobile number is correct
-verified that thus is in to correct VPN group in AD
-attempted to use the full email address same result
suggest that server team take a look
 
 Kelvin Brooks is the AIM Security manager I asked him  below about this software please read email tread. I’m not trying to get the office in trouble I’m trying to show you all that I’m a Target and more than just me was using all kind of software and the department knew but no action was taken 
From: Smith, Carla - AIM <carsmith@AtlantaGa.Gov>
Sent: Wednesday, October 16, 2019 2:06 PM
To: Brooks, Kelvin D <kdbrooks@AtlantaGa.Gov>; Ridgeway, Sean <SRRidgeway@AtlantaGa.Gov>; Scott, Arnold W. <awscott@AtlantaGa.Gov>; Bullard, Kathy M <KBullard@AtlantaGa.Gov>
Cc: Wade III, Bill <BSWade@AtlantaGa.Gov>; Ashekun, Lateef L <LAshekun@AtlantaGa.Gov>; Wilson, Melanie C. <MCWilson@AtlantaGa.Gov>
Subject: RE: Logme In
Kelvin,
 I have also copied Lateef. 
SPO Sutton (E911)  and Tabitha White were provided Administrator rights which gives them the ability to install and uninstall software on all of our systems.  SecureWorks is picking up the LogMeIn software.  Although this is not an AIM approved – CoA approved his Admin rights for this purpose as APD and E911 have a variety of non-standard applications. 
 CoA technical staff  utilizes SCCM to remote access into COA systems.  If Security is stating that LogMeIn is an UNAPPROVED software application, then we will need to develop a plan to provide SPO Sutton and Officer White access to SCCM .  They will then need to develop a plan to add those applications to SCCM for remote access prior to removing LogMeIn.
 Best,    
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	Carla Smith
Information Technology Director, City of Atlanta
www.atlantaga.gov | O: 404-546-7811 
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One Team. One Dream. One AIM


From: Brooks, Kelvin D <kdbrooks@AtlantaGa.Gov>
Sent: Wednesday, October 16, 2019 1:31 PM
To: Ridgeway, Sean <SRRidgeway@AtlantaGa.Gov>; Smith, Carla - AIM <carsmith@AtlantaGa.Gov>; Scott, Arnold W. <awscott@AtlantaGa.Gov>; Bullard, Kathy M <KBullard@AtlantaGa.Gov>
Cc: Wade III, Bill <BSWade@AtlantaGa.Gov>
Subject: RE: Logme In
 Hi Sean, sorry for the delay in this email but please remove the software from the system.  My understanding is that software is not apart of the approved list of software.
 Thanks
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	Kelvin Brooks, CISSP, CISM, CISA
Executive Director, Information Security, City of Atlanta
www.atlantaga.gov | O: 404.546.5577 | C: 404.557.7273
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One Team. One Dream. One AIM



From: Ridgeway, Sean <SRRidgeway@AtlantaGa.Gov>
Sent: Wednesday, October 16, 2019 1:24 PM
To: Brooks, Kelvin D <kdbrooks@AtlantaGa.Gov>; Smith, Carla - AIM <carsmith@AtlantaGa.Gov>; Scott, Arnold W. <awscott@AtlantaGa.Gov>; Bullard, Kathy M <KBullard@AtlantaGa.Gov>
Cc: Wade III, Bill <BSWade@AtlantaGa.Gov>
Subject: Re: Logme In
 Brooks, 
Can I get an answer on this?
 From: Ridgeway, Sean
Sent: Tuesday, October 15, 2019 4:13 PM
To: Brooks, Kelvin D <kdbrooks@AtlantaGa.Gov>; Smith, Carla - AIM <carsmith@AtlantaGa.Gov>; Scott, Arnold W. <awscott@AtlantaGa.Gov>; Bullard, Kathy M <KBullard@AtlantaGa.Gov>
Subject: Logme In
 Brooks, 
SPO Sutton uses Logme In to remote to his computers over at E311 which is located at 180 Peachtree St and to managed some of his end users. Sutton has admin right and he along with officer White help assists AIM with daily support for A.P.D. Secure now is reporting the use of LogMe in daily from his computer. Would you like for me to remove it from the computers there since this is not an approve app?
 
Thanks
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	Sean Ridgeway
End User Support Technician, Sr., City of Atlanta
www.atlantaga.gov | O: 404.295.8206 
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;+8 .
"$
 +++ 
 + < +6
 8."6 
= !$6&58
/ .
"$

 ! "##$
% &$
' ()*+,+# +
-.' %+ 
% &  /01 
2 03400!//$
+5+000++6 
/$7+6
 $*88+
/$(5+000++
6% /$7+$
&+ 
9:/$++ 
;+8 .
"$
 +++ 
 + < +6
 8."6 
= !$6&58
/ .
"$

 ! "##$
% &$
' ()*+,+# +
-.' %+ 
% &  /01 
2 03400!//$
+5+000++6 
/$7+6
 $*88+
/$(5+000++
6% /$7+$
&+ 
9:/$++ 
;+8 .
"$
 +++ 
 + < +6
 8."6 
= !$6&58
/ .
"$
   From: Ridgeway, Sean
Sent: Thursday, April 7, 2022 11:01 AM
To: Mason, Larry <LLMason@AtlantaGa.Gov>
Cc: Gonzalez-Hood, Constance <CGonzalez-Hood@atlantaGA.gov>
Subject: FW: Logme In 
Kelvin Brooks is the AIM Security manager I asked him  below about this software please read email tread. I’m not trying to get the office in trouble I’m trying to show you all that I’m a Target and more than just me was using all kind of software and the department knew but no action was taken
 From: Smith, Carla - AIM <carsmith@AtlantaGa.Gov>
Sent: Wednesday, October 16, 2019 2:06 PM
To: Brooks, Kelvin D <kdbrooks@AtlantaGa.Gov>; Ridgeway, Sean <SRRidgeway@AtlantaGa.Gov>; Scott, Arnold W. <awscott@AtlantaGa.Gov>; Bullard, Kathy M <KBullard@AtlantaGa.Gov>
Cc: Wade III, Bill <BSWade@AtlantaGa.Gov>; Ashekun, Lateef L <LAshekun@AtlantaGa.Gov>; Wilson, Melanie C. <MCWilson@AtlantaGa.Gov>
Subject: RE: Logme In
 Kelvin,
 

Sent: Monday, October 21, 2019 2:52 PM
To: Ashekun, Lateef L <LAshekun@AtlantaGa.Gov>; Sutton, Thomas R. <TRSutton@AtlantaGa.Gov>; Brooks, Kelvin D <kdbrooks@AtlantaGa.Gov>; Nkhazi, Trina <tmnkhazi@AtlantaGa.Gov>; Wade III, Bill <BSWade@AtlantaGa.Gov>; Smith, Carla - AIM <carsmith@AtlantaGa.Gov>
Cc: Bryant, Paul <PABryant@AtlantaGa.Gov>; Faughnan, Michael <MFaughnan@AtlantaGa.Gov>; Ross, Arlanda <ADRoss@AtlantaGa.Gov>; Badger, Diane A <DBadger@AtlantaGa.Gov>; Hunt, Christian L <CLHunt@AtlantaGa.Gov>; White, Tabitha <TMWhite@AtlantaGa.Gov>
Subject: RE: LogMeIn security whitepaper
 
Lateef,
 
Both Tabitha  White and SPO Sutton will have to use SCCM for there remote support of  their desktop. Melvin have created each of them an account from SCCM. Please have them to put is a ticket for the installation. Log me in will no longer be used per Security Team. 
 
Thanks 
Sean Ridgeway 

 There was no action taken when other was using so call unapproved (REMOTE software)

The Remote tools below was brought up on Feb, 26 2020, now at this time Management was purchasing Connect Wise for everyone to use. These tools below was being used by Techs, manager, Team leads, Engineers etc and they was found on the City Network and I’m the only person they knew that was using one of the tools below please make it make sense. Our Security team is doing a poor job if they don’t know everyone who was using these tools. Secure Work can locate every desktop with the tool below on them and tie them to a end-user or users, But this has not been done at all Just me. Now ask your self why? 


From: McCurdy, Angel <amccurdy@AtlantaGa.Gov> 
Sent: Wednesday, February 26, 2020 3:50 PM
To: *AIM Service Desk <AIMServiceDesk@AtlantaGa.Gov>; *AIM End User Support <AIMEndUserSupport@AtlantaGa.Gov>
Cc: *AIM Telecom <AIMTelecom@AtlantaGa.Gov>
Subject: FYI - Windows Defender blocking unapproved tools
 
Good Afternoon,
 
A change will push through on tomorrow 2/27 blocking the unapproved remote access tools. I have captured a number of these tools via Screenshot.  If you are using these tools to access any city of Atlanta Devices, know that it will be blocked. 
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